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Abstract. HTML documents are progressively being generated by dynamic scripts running on a web server, for in-

stance ASP, PHP, J2EE, and etc. These application has a tendency of producing malformed HTML documents, in 

other words these documents does not adhere to the official DTD for HTML 4.01 or XHTML 1.0 defined by the 

World Wide Consortium (W3C). While state-of-the art browsers like Google Chrome, Mozilla Firefox, Safari and etc 

discretely correct these errors, most of the time these documents failed to render properly due to some compatibility 

issues, resulting in deterioration in performance. A wide range of validation tools have been developed to address this 

issue, unfortunately these tools failed to handle these dynamically generated web documents in the realm of dynamic 

web applications. Unlike static HTML, which can easily be validated by the validation tool made available by W3C 

and the others. And therefore in this paper, we present a novel and contemporary tool for validating dynamic 

ASP.NET web applications vigorously. 
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1 Introduction 

Server-side programming made it possible to generate HTML web documents on the fly with respect to user’s re-

quest and perform the necessary customization as required. It is one of the primary pillars of today’s WWW environ-

ment. It remains an undeniable fact that the backbone of the e-commerce and communication business was composed 

ofweb-based applications which are commonly built as three-tiered architectures that output client pages at run time. In 

the Asia, 44.8% of the population used the Internet in 2012 [9], which contributed to over $1 trillion dollars in the e-

commerce sales in the same year [10]. In the United States, Forrester Research shows that $248.7 billion are anticipated 

by 2014.  [11] Hence, it can be noticed that there is a powerful economic incentive to produce and maintain high quality 

web applications. 

Customer loyalty towards any particular website is notoriously poor, and it is fundamentally determined by the usa-

bility of applications [12]. Unlike customers purchasing software such as Microsoft Windows, web customers can easily 

switch providers without having to buy or install another application [13].  The threat of customer allegiance is com-

pounded especially by quality requirements, for instance, several surveys have reported that about 70% of top-

performing web applications such as Amazon.com are subject to user-visible failures which could have been prevented 

through earlier detection [15]. 

Delivering high quality web-based applications have always possesses its own challenges. To ensure the develop-

ment of high quality and robust web applications, the World Wide Consortium (W3C) has laid out a collection of stand-

ards and protocols which should be followed by web professionals. Despite the fact that there are a certain standards 

which should be met by web applications, HTML validation is the primary contributor when it comes to scripting or 

web styling according to a survey conducted by W3C. To be precise, this paper focuses only on the validity (adherence 

to official DTD for HTML 4.01 or XHTML 1.0 set by W3C) of HTML documents generated by it when it comes to 

quality of ASP.NET applications. 

The significance of having a well-formed HTML documents are extensively appreciated by web professionals 

around the globe. A wide range of HTML validation tools for checking conformance to official DTD for HTML 4.01 or 

XHTML 1.0 have been presented [16]. A number of these tools even accompanied with additional functionalities such 

as correcting markup errors detected during the validation process. As far as we concern, the current approach for vali-

dating dynamic web application is to validate the typical output of the web application, which is the HTML web docu-

ments that can be exhibited in a web browser. Unfortunately, such approach is deficient and expensive due to the as-

sorted and complicated nature of dynamic web applications [17]. Due to this reason, validation for dynamic web appli-

cations will be a lot harder and complicated because web developers ensure valid HTML web documents are being 

generated from each execution route. Moreover, when an error is being identified, developers are required to map the 

errors detected to the server-side scripts as such traceability is not provided by existing validation tools for the time 

being. 

ASP.NET is a server-side web development technology which is used alongside with the .NET framework designed 

by Microsoft to generate dynamic HTML web documents on the fly. The .NET framework encompasses a huge library 

and supports language interoperability across several programming language. ASP.NET is a successor to Microsoft’s 

Active Server Pages (ASP) and is built on Common Language Runtime (CLR) [18], enabling it to have access to clas-
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ses in the .NET framework, enjoying benefits from CLR, type safety, inheritance and etc. Due to this reason, there is a 

need to present an approach for performing markup validation for ASP.NET applications because existing validation 

tools are still deficient in validating ASP.NET applications. In this paper, we present a contemporary algorithm to detect 

and correct markup errors for ASP.NET applications. 

This paper contains several sections. Section 2 gives the problem statement while Section 3 provides the implemen-

tation details of our work. Finally Section 4 summarizes our work. 

2 Related Work 

As per our knowledge up to now, there is no existing validation tool for identifying HTML validation errors in 

ASP.NET applications. Since ASP.NET is integrated with .NET framework developed by Microsoft, it is capable of 

using validation tools provided by the framework such as request validation[19] which checks whether the content of 

the submitted HTML is being encoded prior to processing as well as form validation which validates form content with 

validators like RequiredFieldValidator, RegularExpressionValidator, CompareValidator [20] and etc. Such tools are 

mainly targeting the quality of ASP.NET applications in terms of security by preventing script attacks from malicious 

hackers. 

Tidy [23], an HTML validator that performs apparently on most static HTML web documents. JTidy[24], a Java port 

of HTML Tidy is typically used as a tool for sterilizing malformed and faulty HTML like its non-Java siblings. Since 

both tools employs a static technique, while validating server-side scripts such as PHP, it separates codes enclosed with-

in ‘<?php’ and ‘?>’ and treat the remaining as HTML codes but such technique doesn’t work well for dynamic web 

application like Perl, ASP.NET, ColdFusion and etc because such HTML codes are embedded in diversified variables 

and literals. Other validation tools such as WDG [25] and CSE [26] are restricted to validate static HTML codes only. 

Minamide implemented a string analyzer for PHP scripting language which has been sucessfully implemented to 

PHP applications available publicly to identify cross-site scripting (XSS) vulnerabilities in addition to validating HTML 

web documents produced on the fly. Minamide’s tool approximate the string output of the application against a context-

free grammar and intersect the grammar with regular expression of matched pair of delimiters (open/closed tags) to 

discover unclosed tags. Due to this reason, this tool incurs a high overhead cost because it uses a premium algorithm to 

identify conflicts between regular expression and context-free languages. 

Wassermann [21] et. al proposed a concolic testing tool for PHP applications which springs from Minamides’s PHP 

static analyzer. By utilizing a finite state transducer and uniquely constructed constraint solver, Wassermann targets 

security vulnerabilities as a result from injecting malicious strings into SQL commands by recommending an automated 

analysis technique. 

Xie and Aiken[22] develop a similar analysis by trading off some precision for scalability through the usage of block 

and function summaries. To collect information at decreasing levels of granularity at intrablock, intraprocedural and 

interprocedural level, their analysis encompass a novel 3-tier architecture where management of unique dynamic traits 

to scripting languages such as dynamic typing and code inclusion are made possible. 

S. Chandra et. al. presented Angelic Debugging[27] to detect erroneous expression by utilizing a constraint solver 

over a test suite. They test their tool on top of Java PathFinder model checker, and the results has shown promising 

future especially in accelerating the debugging process. Unfortunately, it cannot recommend source-level amendments 

even though it can handle more general errors. 

Artiz et. al [28] introduce an approach which relies on integration of concrete and symbolic execution to identify 

HTML defects in PHP web application but their tool is not available for public access. 

Javonovic et. al. [29] deliberate the problem of vulnerable web applications by analyzing the static source code. To 

identify XSS vulnerabilities in PHP scripts, they have implemented Pixy which has proven  to be effective in conduct-

ing security audits. 

3 ASP.NET 

Overview 

 

This section provides an overview of ASP.NET applications. ASP.NET web pages are web forms embodied in files 

with an ‘.aspx’ extension which usually composed of static HTML or XHTML markup codes. Similar to JavaServer 

Pages (JSP), dynamic codes in ASP.NET which are to be compiled and run by the web server are enclosed within ‘<%’ 

and ‘%>’. ASP.NET is a subset of the .NET Framework introduced by Microsoft, due to this reason, ASP.NET applica-

tions will have access to classes defined within the .NET Framework. Since ASP.NET is built on Common Language 

Runtime (CLR), it enables web developers to code the applications in any .NET language such as C#, Visual Basic, 

IronRuby and etc. With the new code-behind model introduced by Microsoft, static string literals can stay on the .aspx 

page while dynamic codes remains in other files such as .aspx.fs, .aspx.vb, or .aspx.cs with respect to the programming 

language being used. 
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To illustrate how code-behind solutions are being achieved, consider the following example which uses a C#  codes 

as the code-behind for an .aspx file: 

 
<%@ Page Language="C" CodeFile="Example1.aspx.cs" Inherits= "Sample.Example1" 

AutoEventWireup="true" %> 

 

The above page directive is included at the beginning of the .aspx file. CodeFile property specifies the code-

behind file while Inherits property indicates the class where the page is defined, in this case it is Exam-

ple1.aspx.cs that act as the code-behind file with sample content as shown below: 

 
using System ; 

namespace Example1 { 

public partial class Example1 :System.Web.UI.Page { 

      protected void showMessage( object sender , EventArgs e ) { 

         Response.Write("Welcome!") ; 

      } 

   } 

} 

Version History 

 

From the same family as Microsoft Active Server Pages (ASP), ASP.NET is often referred as the next generation of 

ASP. In October 1996, it began its life as public beta as an upgrade to Internet Information Server (IIS) 2.0 [30]. Since 

then, it evolved gradually from version 1.0 to 2.x, and finally to 3.0. VBScript is used as the default scripting language 

in the previous three versions. Unfortunately, a major disadvantage of scripting language is the code is being interpreted 

instead of compiled. Even though it was possible to configure ASP to integrate with some other languages such as Perl, 

this was not typically accomplished. As a result of that, performance of web applications being developed using the 

interpreted code model of ASP was severely jeopardized. 

In early 2000, Microsoft has introduced the .NET framework. ASP.NET 1.0 was born as a result of integration be-

tween the .NET framework and ASP. Microsoft launched ASP.NET 2.0 that resolves most of the issues raised in ver-

sion 1.0 with the success brought by ASP.NET 1.0. Since then, it has assisted many developers in building dynamic 

web applications and has become one of the most successful products by Microsoft. 

Under the inspiration of other web development technologies with Model-View-Controller (MVC) framework, Mi-

crosoft has released ASP.NET MVC 1.0  which encompasses all core features of the framework in 2009. In 2010, 

ASP.NET MVC v2 was introduced with the intention of enhancing productivity and facilitate the process of mainte-

nance in bigger applications. In 2012, ASP.NET 3 was released together with a bunch of tools which works only on 

.NET4. 

Strength and Weaknesses 

 

Since ASP.NET adopts the Object-Oriented (OO) programming concept, each element within an ASP.NET page is 

being manipulated as objects that executes on the server. Pages developed using ASP.NET runs faster that classic ASP 

pages because it is compiled and run straight from the processor. Secondly, ASP.NET provides robust URL routing 

functionality which facilitates the management of search-engine friendly URLs. To increase traffic to your websites, 

free Search Engine Optimization (SEO) toolkit can be used to optimize various aspects within the web application. 

Additionally, ASP.NET components can now process Simple Object Access Protocol (SOAP) messages with its SOAP 

extension framework. Apart from that, with AJAX framework being included as part of ASP.NET framework, develop-

ers can provide rich end-user experiences by utilizing scripts like jQuery to handle events and facilitate traversal of 

HTML DOM. 

Despite the benefits that ASP.NET has to offer, there are certain flaws that web developers may want to consider 

while choosing the right web technology for their web applications. Firstly, on IIS 6.0 and lower, pages written using 

different versions of the ASP framework cannot share Session State without the use of third-party libraries [31]. How-

ever such problem can be resolved by using IIS 7. With IIS 7, modules may be run in an integrated pipeline that allows 

modules written in any language ot be executed for any request [31]. Furthermore, the framework’s browser detection 

feature sometimes incorrectly identified Web browsers other than Microsoft’s own Internet Explorer as ‘downlevel’ and 

returned HTML/JavaScript to these clients with some of the features removed, or sometimes crippled or broken [31]. 
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4 Problem Formulation 

ASP.NET utilizes the .NET framework developed by Microsoft which makes it distinctive from other web development 

technologies such as PHP, Perl, ColdFusion and etc. In contrast to static HTML web pages, ASP.NET applications are a 

lot more complex because it does not only circumscribe the front end graphical user interface which user interacts. Most 

of the time, maintaining the quality of dynamic web applications has always been a challenge because it operates in a 

scattered environment. Nevertheless, the scope of this paper concentrates on the validity (adherence to official DTD for 

HTML 4.01 or XHTML 1.0 set by W3C) of HTML documents generated by ASP.NET applications when it comes to 

quality. Nevertheless, a wide range of multidimensional attributes are required to be analyzed carefully if one aims to 

improve the quality of ASP.NET applications. It is not an easy job to estimate the execution path as well as the state of 

ASP.NET applications, making validation a non-trivial task. Furthermore, unlike tree-based HTML tags, novice heuris-

tic protocols are pretty much impossible to symbolize ASP.NET due to the complication as a result of flexibility in 

allowing ASP.NET developers to code with any supporting .NET languages. 

5 Motivation 

As per our knowledge, the approach employed by existing validation tool for dynamic web applications is to validate 

the HTML web documents after it has been generated on the fly. However, such technique comes at a premium and 

encompasses apparent flaws since there is no guarantee on the passive comportment of dynamic scripts running on the 

web server. In reality, existing tools which restrict server-side scripts to a collection of pre-validated templates are not 

competent at all in terms of semantic meaning of webpages. And last but not least, we are the pioneer in introducing a 

dynamic validation tool that targets the feature of ASP.NET applications. 

6 Proposed Solution 

We developed a novel ASP Validation Tool to for dynamic web applications validation. Our tool checks for opening 

and closing tags in ASP codes for validity. To achieve this, we check for the flow of execution of the ASP codes which 

generate HTML codes. Based on the generated codes, we can then determine whether a page is well formed or not. We 

describe our proposed solutions in several fundamental steps. Details of these steps are described below: 

Step 1: Logical and Condition Comparison  

 

Similar to Java, ASP is a type safe language. For this reason, a type conversion tool is not needed to convert varia-

bles to their associated types. Knowing the types of variables in advance is helpful in determining the output of HTML 

tags through print command. After that, our tool evaluates the logical conditions in ASP codes. ASP codes can be writ-

ten in a number of compatible languages, such as C#, C++, and VB. To check for logical condition, we analyze the for, 

while, and if statement. In this statement, we check for logical operators such as <, >, &&, and ||. However, logical 

comparison in ASP is far more complicated than the usual simple logical comparison due to nested logical comparisons, 

where logical operators are encapsulated within themselves. To resolve this problem, our tool employs a stack data 

structure where operator such as ( and ) are pushed and popped. Whenever a ‘(‘ character is encountered, we pushed 

this character into the stack. When the ‘)’ character is encountered, we popped the stack accordingly and evaluate the 

logical expression and perform the necessary update accordingly. This step is repeated in a top down manner until the 

stack is empty. Checking the logical condition is a non-trivial task and it is carried out to check the flow of the print 

statement (particularly those print statements that output HTML tags) in the logical statement.  

Step 2: Method Checking 

 

ASP provides method for operation matters. However, due to the fact that ASP codes can be written in a number of 

languages, the calling of methods may be different in each of this language. A method executes a set of operations 

where several lines of codes are executed and in some cases a variable is returned after evaluation. Attributes associated 

with the methods such as return type, parameters, and variables passing are given due considerations when method is 

called. This is because attributes contain important information related to the creation of HTML tags and they may rep-

resent the status of certain logical conditions which may affect the outcome of HTML Tags creation. A method can be 

called either locally or globally, where a local method is called within the class itself and a global method is called with-

in other classes. Local method call may create naming conflicts as they are not associated with a class. For global meth-

ods, calling the same method name from different classes is possible as the methods are associated with that class name, 

which makes them unique.  
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Step 3: Object Level Validation 

 

We need to consider for local and global variables when an object is created. Local variables are declared at the method 

level, whereas global variables are declared at the class level. The values of global variables are changed and they are 

object specific, that is they exist as long as the object exists. It is important to handle local and global variables as they 

contain valuable information related to HTML tags creation. Additionally, two similar local variables may be created 

within different scope in a method whereas global variable is allowed to be created once in a particular class. A variable 

and method in a particular class may called different class located in different location. For such a case, we need to map 

and pass the parameter to another class using the same convention provided in other languages such as PHP, and Java.  

Step 4: Masterpage Level 

 

For ASP.NET, template creation is supported through the use of Masterpage. Server side coding is generated using 

various languages such as C#, C++, and VB. Our framework detects the logical condition which led to the generation of 

HTML Tags. Masterpage is handled by using recursively process all the pages linked to Masterpage. When HTML 

Tags are detected in these pages, we check for opening and closing tags in these pages to ensure that the HTML page is 

well formed.    

Step 5: Integrating Multi Language  

 

As far as we are concern, ASP.NET codes can be written in a number of languages. Unlike Java EE and PHP, this is 

a problem as the developer needs to create different validator tools in order to validate ASP.NET codes. In our tool, we 

develop a cross platform multi language tool which could effectively parse all these languages and convert them to 

generated HTML codes. To achieve this, we make careful observation and analysis on the syntaxes and structure of 

these languages. C language is non object oriented, and it has pointer which could point to another memory location. In 

fact, the memory management in C is not handled by garbage collector. C++ is an improvement over C as it has object 

oriented capability implemented. VB and C# on the other hand, is the latest technologies provided by .NET and they 

eliminate the need of pointer and have efficient garbage collector facility. To integrate all this language into one single 

coherent language, we develop a validator tool using a top down approach. We start to check the HTML codes creation 

from the bottom most of the language structure and syntax, which is the variables and logical comparison. Fortunately, 

all the languages have simple and yet well defined logical comparisons. Then, we check for the next level structure, 

which is the method level. All the languages have well defined method call and creation. However, we give special 

attention to languages which support delegate methods. At the object level, we notice that only C is not able to satisfy 

this condition. This is an advantage as we need not worry about cross object creation, parameters passing, and global 

variables in an object creation. Having all the HTML codes created in a single file will not lead to complication as we 

need to worry about parameter and variable passing to other files. In other words, the possibility of HTML codes gener-

ation is far smaller in non object oriented language such as C.          

7 Experimental Tests 

 

We conduct our experimental tests on a wide range of datasets. We collect a random sample of 200 pages from the 

deep web repositories. As our tool is the first to validate ASP scripts, we do not benchmark our tool against other state 

of the art validation tools. We would like to make it clear that our approach does not validate static HTML pages, there-

fore our samples contain server generated codes written in ASP rather than static HTML page. We measure the effec-

tiveness of our algorithm using precision and recall which are formulated as follows: 

 

Recall=Correct/Actual*100 

Precision=Correct/Extracted*100 

 

Correct depicts the number of pages correctly validated. Actual is the actual number of pages to be validated. Ex-

tracted depicts the number of pages validated.  

As shown in Table 1, our validation tool achieves high accuracy both in terms of precision and recall for validating 

ASP scripts. Most of the sample scripts are validated by our tool effectively. Our tool could handle most of the sample 

scripts with diverse structure and implementation, by detecting the flow of execution in each script accurately. Howev-

er, for some cases, our tool failed to validate the scripts generated. Due to the fact that ASP codes can be written in 

many different languages, it is hard to achieve a direct translation between these languages and HTML language. A 

cross language converter is needed to accurately translate these languages to HTML codes. Besides, the syntax and 

rules defined in these languages varies, therefore one has to develop a set of generalized rules to represent these lan-
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guages. Secondly, nested loops and conditions are far harder to evaluate than conventional loops and conditions. This is 

particularly true if the loop contains methods called from other classes, multiple condition checks, and a complicated 

expression evaluation. Our tool failed in some of these cases.         

 

Table 1 Experimental Tests 

Terms Our system 

Actual 200 

Extracted 194 

Correct 178 

Recall 89.00% 

Precision 91.75% 

8 Conclusions 

We have developed a novel ASP validation tool to validate dynamic ASP scripts. Due to the diverse and highly dy-

namic codes generated by server side scripts, it is very hard to determine the flow of execution and the final HTML 

codes produced by these scripts. Dynamic web validation is important as having a well formed HTML codes could lead 

to higher performance, and faster browser rendering. Experimental test has shown that our tool is able to effectively 

validate ASP scripts well. Our tool is certainly helpful for future validation tool design.  
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